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Abstract of the contribution
This contribution adds text for a new key issue on secondary authentication by 3rd party AAA servers. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.3.8
Key issue #2.8: Secondary authentication for network slice access by 3rd party service
5.2.3.8.1
Key issue details
In the next generation system, 3rd party services are hosted in a network slice, which is a dedicated logical network operating within the MNO owned infrastructure and configured to provide optimized solution for a particular 3rd party service. 
The Key issue #2.1, discusses the need for a flexible authentication framework for operator and 3rd party services. One of the identified goals of the authentication framework is to provide authentication services for UE access to a 3rd party service in a one or more network slices.
Editor’s Note: This is marked as ffs in clause 2.1 and above text is dependent on the resolution of that EN.
The 3GPP TR 22.862 observes that NextGen networks are supposed to provide authentication capability based on identities, credentials and AAA servers that is provided and managed by a 3rd party. 
Editor’s Note: There is an EN that these requirements from TR 22.862 require further clarification.
The purpose of this key issue is to identify specific issues when access authentication to a network slice is based on authentication by 3rd party AAA servers. This key issue looks at the scenario where the network access to a subscriber is granted based on default MNO based authentication of the subscriber, followed by a scenario/use-case specific 3rd party authentication of the subscriber in a network slice. The case where the access to the network – or a particular network slice – rests entirely on authentication by 3rd party AAA servers without any MNO based authentication of the subscriber, is not considered in this key issue.
For the purpose of this key issue, we call MNO based network access authentication as “Primary” authentication, and 3rd party based authentication authentication as “Secondary authentication”.
This key issue would address the following security aspects when secondary authentication is used for access to a network slice:
-
The subscriber identity used for secondary authentication may or may not be the same as the MNO provided identity. 
- 
Credential provided to the subscriber may or may not be provided by the MNO. 
-
Changes, if any, that are required in 3GPP defined Authentication function (CP-AU, as currently defined in TR 23.799) to accommodate 3rd party AAA servers. 


Note: The goal is to specify a unified authentication framework for next generation systems, with the expectation of a common authentication mechanism for both primary and secondary authentication. In a unified framework, Authentication function (CP-AU) would be standardized for both primary and secondary authentication. 
-
Need for a standardized secure interface between the 3GPP defined Authentication function, CP-AU and the 3rd party AAA server

Note: This aspect ties into the aim of coming up with a unified authentication framework, which should define a unified interface between CP-AU and any AAA server. 

-
Is there a need to define a “minimum” level of security requirements for secondary authentication methods? If so, how could 3GPP achieve this? Or should the MNO be content with the primary authentication the MNO performs and leave it to the third party to perform whatever authentication they prefer as it does not affect the security of the MNO network? 
-
Impact on Charging needs to be studied.

  
Note:  Charging is expected to be based on MNO records following a successful MNO authentication of the subscriber, and may not depend on secondary authentication. 
-
LI aspects when 3rd party identity is used in a network slice to identify subscribers. Existing 3GPP LI mechanism is based on the following target identities - IMSI, MSISDN and IMEI. This aspect will study impact to LI when non-MNO identities are used to identify subscribers in a network slice.

Note: This aspect also depends on the key management hierarchy for network slice. For example, which keys are used for protecting signaling and user plane – ones from primary authentication or secondary authentication? 
5.2.3.8.2
Security threats
Access of UEs to network slice unauthorized by the third party.  
  5.2.3.8.3
Potential security requirements
Editor’s note: Potential security requirements for secondary authentication are FFS.

***********END OF CHANGES******************

